KT SECURE

KT Secure have a strong track-record securing access to company assets for leading global companies. We have
the depth of experience and the dedication to defend the endpoint devices that access your networks, databases
and identities against determined hackers and organised criminals. Our experienced Security Architects can

advise and run your best possible defence.

Challenges

Access to customer and employee data,
competitive plans, R&D, patent designs and other
intellectual property has never been spread across
so many devices, networks and locations.

These include PCs, mobiles, internet-connected
devices (Internet of Things) and premises accessed
using biometric recognition systems.

Your critical data is much more accessible than
before and there are many more vulnerabilities to
protect.

e New devices and technologies like mobile
apps and cloud-based services are often
necessary for business growth and agility

e  Your IT staff cannot be expert in everything:
security is not their only concern. They spend
most of their time building things, enabling your
organisation — not trying to break it

e Criminal hackers are determined and
specialised. A hacker might specialise in just
one type of device while your IT staff must
pay attention to many

e The number and types of security threat are
growing and diversifying — viruses, malware,
ransomware, DDOS, spyware, phishing,
bluejacking and mousetrapping, for example.

Solutions

Our team of experienced and dedicated Security
Experts provide proactive management and
monitoring of your endpoint devices.

e Endpoint devices such as PCs, tablets and
mobile devices are protected by a software
agent that is continuously updated with
antivirus and antimalware capabilities. Threats
are neutralised as they are detected

e A management dashboard provides an ‘at a
glance’ view of the security status of your
endpoint devices and immediate alerts in the
event of an incident

e Intrusion Prevention and Intrusion Detection
systems prevent and identify unauthorised
access attempts both inside and outside of
your internal network

e Comprehensive reporting capabilities enable
complex data, threat and trend analysis

¢ Ongoing management, reporting, alerting and
active defence to protect your devices and
data and from malware, viruses and
unauthorised access

¢ Implementation of lock-down, remote device
wiping and self-service sign-on

e Implementation of agreed solutions and
security processes, working alongside your
staff.

“Very experienced team, impressive knowledge and easy to work with.”

& KT SECURE

Programme Manager, Car Manufacturer




“KT Secure really know Cyber security, they worked
quickly and were flexible to our methodology.”

“The work they did for us was well thought out and
rigorous. We will use them again.”

Our team is made up of enthusiastic, dedicated and highly experienced specialists. Team leads have an
average of |5 years’ security experience, team members at least 5 (and of course CISSP, CISA, CRISC
accreditations as well as ISO27001, DPA, GDPR, GLBA and PCI DSS expertise). Our success depends
on our ability to anticipate and identify vulnerabilities before they are exposed to organised criminals
and hence to minimise your security risk.

About KT Secure

Founded in 2009 as Knight Trading UK Limited, KT Secure’s mission is to provide proven and
productive Cyber Security services backed by a passionate team. The co-founders and key members
of the company are industry experts with a combined experience of more than 100 years in the
information security domain. An approved supplier to premium automotive manufacturers, global
telecomms and financial service providers, KT Secure’s head office is in Marylebone, London.

Other Services
e Identity and Access Management e Cloud Security and Hosting
e Data Loss Prevention and Data Classification e Software Code Signing
e Vulnerability Assessment and Penetration Testing

Web: www.ktsecure.co.uk KT Secure
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Tel: +44 (0) 20 7889 0888 Marylebone, London
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